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Abstract: In order to improve the accuracy of intrusion detection, considering the advantages of autoencoders in
learning features and the mature application of residual networks in constructing deep models, an improved residual
network intrusion detection model based on feature dimensionality reduction (IRFD) was proposed. The goal of the
proposed IRFD was to solve the issue of low detection accuracy of traditional machine learning based intrusion detec-
tion models. In IRFD, the stacking denoising sparse autoencoder was employed to reduce the dimensionality of fea-
tures and extract effective features. The convolutional attention mechanism was used to improve the residual network

and form a classification network that could extract key features. Two typical intrusion detection datasets were em-
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ployed to verify the detection performance of the IRFD. Experimental results demonstrate that the detection accuracy

of the proposed IRFD on the both UNSW-NBI15 and CICIDS 2017 datasets are over 99%, with F1-score of 99.5%

and 99.7%, respectively. Compared with the state-of-the-art models for the intrusion detection, the accuracy, preci-

sion, and F1-score performance of the IRFD were significantly improved.

Key words: network attack, intrusion detection model, stacking denoising sparse autoencoder, convolutional attention

mechanism, residual network
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